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HTTP Observatory Report

(@ Report Feedback

B Scan summary: campusvirtual.pucmm.edu.do/moodle/

Score: 20/100
F Scan Time: Just now
Tests Passed: 6/ 10

&4 Scan results

Scoring

Test Score
Content Security Policy (CSP) -25 X
Cookies -30 X

Cross Origin Resource Sharing 0 Vv
(CORS)

Redirection o v

Referrer Policy -

Strict Transport Security -20 X
(HSTS),

Subresource Integrity -
X-Content-Type-Options -5 X

Reason

Content Security Policy (CSP) header

not implemented

Session cookie set without using the
HttpOnly flag.

Content is not visible via cross-origin
resource sharing (CORS) files or

headers.

Initial redirection is to HTTPS on
same host, final destination is HTTPS

Referrer-Policy header not

implemented.

Strict-Transport-Security
header not implemented.

Subresource Integrity (SRI) not
implemented, but all scripts are

loaded from a similar origin.

X-Content-Type-Options header

not implemented.

Recommendatior

Implement one, see MDN's Con

Policy (CSP) documentation.

Use HttpOnly

None

None

Setto strict-origin-when-c

at a minimum.

Add HSTS. Consider rolling out
periods first (as suggested on
https://hstspreload.org/).

Add SRI for bonus points.

Set to nosniff.
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https://survey.alchemer.com/s3/7897385/MDN-HTTP-Observatory
https://developer.mozilla.org/en-US/observatory/docs/tests_and_scoring
https://developer.mozilla.org/en-US/observatory/docs/tests_and_scoring
https://developer.mozilla.org/en-US/docs/Web/Security/Practical_implementation_guides/CSP
https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CSP
https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CSP
https://developer.mozilla.org/en-US/docs/Web/Security/Practical_implementation_guides/Cookies
https://developer.mozilla.org/en-US/docs/Web/Security/Practical_implementation_guides/CORS
https://developer.mozilla.org/en-US/docs/Web/Security/Practical_implementation_guides/CORS
https://developer.mozilla.org/en-US/docs/Web/Security/Practical_implementation_guides/TLS#http_redirection
https://developer.mozilla.org/en-US/docs/Web/Security/Practical_implementation_guides/Referrer_policy
https://developer.mozilla.org/en-US/docs/Web/Security/Practical_implementation_guides/TLS#http_strict_transport_security_implementation
https://developer.mozilla.org/en-US/docs/Web/Security/Practical_implementation_guides/TLS#http_strict_transport_security_implementation
https://hstspreload.org/#deployment-recommendations
https://developer.mozilla.org/en-US/docs/Web/Security/Subresource_Integrity
https://developer.mozilla.org/en-US/docs/Web/Security/Practical_implementation_guides/MIME_types
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Test Score Reason Recommendatior

X-Frame-Options 0* v X-Frame-Options (XFO) header set None
to SAMEORIGIN or DENY.

Cross Origin Resource Policy Cross Origin Resource Policy (CORP) None

is not implemented (defaults to

cross-origin).

* Normally awards bonus points, however, in this case they are not included in the overall score ( find out why

).

CSP analysis

No CSP headers detected

Cookies

X Session cookie set without using the HttpOnly flag.

Name Expires Path Secure HttpOnly SameSite
MoodleSession Session /moodle/ v X -
BIGipServerSDTE-WEB Session / v v -

Raw server headers

Header Value
Date Fri, 21 May 2026 23:48:21 GMT
Vary Accept-Encoding
Pragma no-cache
Server Apache/2.4.62 (Rocky Linux) OpenSSL/3.2.2
Expires Mon, 20 Aug 1969 09:23:00 GMT
Connection close
Set-Cookie MoodleSession=a781a3q9r3dfsbjs4rifphc516; path=/moodle/; secure,BIGip¢

WEB=343414188.20480.0000; path=/; Httponly; Secure

Content-Type text/html; charset=utf-8
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https://developer.mozilla.org/en-US/docs/Web/Security/Attacks/Clickjacking
https://developer.mozilla.org/en-US/docs/Web/Security/Practical_implementation_guides/CORP
https://developer.mozilla.org/en-US/observatory/docs/tests_and_scoring
https://developer.mozilla.org/en-US/docs/Web/Security/Practical_implementation_guides/Cookies#expires
https://developer.mozilla.org/en-US/docs/Web/Security/Practical_implementation_guides/Cookies#path
https://developer.mozilla.org/en-US/docs/Web/Security/Practical_implementation_guides/Cookies#secure
https://developer.mozilla.org/en-US/docs/Web/Security/Practical_implementation_guides/Cookies#httponly
https://developer.mozilla.org/en-US/docs/Web/Security/Practical_implementation_guides/Cookies#samesite
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Date
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Vary
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Pragma
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Server
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Expires
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Connection
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Set-Cookie
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Content-Type
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Header Value
X-Powered-By PHP/8.2.30
Accept-Ranges none
Cache-Control no-store, no-cache, must-revalidate, no-transform
Last-Modified Fri, @1 May 2026 23:48:22 GMT
X-Frame-Options sameorigin
X-Ua-Compatible IE=edge
Content-Language es-mx
Transfer-Encoding chunked
Content-Style-Type text/css
Content-Script-Type text/javascript

Scan history

Changes in score over time

Date Score

1may 2026, 7:47:18 p. m. 20 F

Benchmark comparison

Performance trends from the past year
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/X-Powered-By
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Accept-Ranges
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Cache-Control
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Last-Modified
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/X-Frame-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Content-Language
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Transfer-Encoding
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Refer to this graph to assess the website's current status. By following the recommendations provided and
rescanning, you can expect an improvement in the website's grade.
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